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Charlie Caterpillars Day Nursery will adhere at all times to the General Data Protection Regulation 2018.  We operate a very strict policy with regard confidential information, the very nature of the nursery is that certain information remains confidential, such as: 

• Customer (parent and child) information
• Accounts and budgets
• Staff remuneration
• Staff information

The affairs of the nursery’s parents / carers are also private and any information obtained about clients must be regarded as confidential.  The nursery will regard any breach of confidentiality as a disciplinary offence and any breeched may lead to dismissal.  Accordingly, it is agreed that during and after employment, an employee will not disclose any confidential information that has come to their attention during the course of their employment.  

When working with children and their families we will come across confidential information, in ensuring that those who use and work at Charlie’s can do so in confidence confidentiality will be respected by:

Code of Conduct
• Staff will remain professional at all times, treating any information discussed in the setting as confidential and not to be discussed outside of the setting. 
• Staff will not discuss individual children other than for purposes of curriculum or group planning with anyone other than the relevant staff and the child’s parents/carers, with two exceptions: 
o If there are concerns regarding a child’s welfare, information will be shared with the relevant agencies if we have consent to do so. If we believe the child is in danger, we will act on the behalf of the child and consent is not required.
o Where the parent/carer has provided permission for us to share information with another setting, school or other agency. 
• Individual children will not be discussed by staff, unless for the purpose of planning or nursery meetings
• Any information received by staff by parents / carers will not be passed onto anyone else without their permission

Children’s Records and Files
• Charlie Caterpillar’s Day Nursery will electronic files on our Connect Childcare Database and paper file stored in a locked office.  These are held confidentially and will not be made available to any other persons who do not have a statutory authority to view them.  
• Parents with parental responsibility will have access to their child’s file and records via their parent zone app.  
• Information given by parents/carers to the manager or child’s key person will not be shared without the parent’s permission (and even then only to those who need to know). 
• When staff are recording any information about a child they will ensure that it is factual and objective. Staff will not include hearsay or personal opinion of any form. Staff will consider how they write about children and the impact this can have on parents. 
• Staff recruitment whether paid or voluntary will only be kept to those people involved in the process
• Any concerns / evidence in relation to a child’s safety and wellbeing will be kept in a locked file in a locked office and electronically on a password protected cloud storage system.  These will only be shared with the necessary staff who are DBS enhanced.

CCTV footage
• Access to recorded images of CCTV will be restricted to the senior management team, the system is not a webcam facility, for data protection purposes parents will not have access to view recordings. In the event of a parent request to view footage, this will be made available to a local authority representative, the police department and ofsted.  (Please refer to our CCTV Policy for further information).

Employee/Students/Volunteers
• Issues to do with employment of staff will remain confidential to the people directly involved with making personnel decisions. 
• All staff, students and volunteers will be made aware of this procedure as part of their induction. 
• All students writing observations on children as part of their course work will get permission from the child’s parents and will not be permitted to use the child’s names, only initials. Photographs and the children’s work can only be used if they have written consent from the parent. 
• Students / visitors whom are at Charlie’s will be made aware of our policy and in turn required to respect it, also those students whom observe children as part of their course will again be reminded of the confidentiality in relation to names etc…..

Passwords and Security
• All confidential information will be kept securely. Electronic information will be kept on our IT systems using agreed access permissions. Paper information will be kept in locked cabinets with designated staff only having access.
• Joanne Morgan, Managing Director, Amanda Vaughan, Administrator, Deputy Managers Sophie Gough and Karen Bennett have access to Connect Childcare the data base containing all of the children’s personal details and booking information.  The data base is password encrypted.

The employee will, at all times, protect and maintain the confidentiality of the nursery’s information and that of its clients and may only disclose such information as required by law and as paramount the safety and well being of the children, please refer to the Safeguarding policy.   It is understood that this obligation will continue at all times, both during and after the termination of employment unless and until the information has come into the public domain.  

Archiving
The guidance for how long information should be kept for each child varies between 2 and 21 years.  In line with common practice and Ofsted recommendations, we will normally keep archived information for a period of 3 years after a child has left nursery and the information will be destroyed according to schedule after this point.  Information relating to child protection or safeguarding will be kept for 21 years. 

Employee’s
The Nursery Management have a statutory duty to ensure that all personal information relating to employees is kept confidential under the General Data Protection Regulation 2018.  The Nursery may require employees to provide certain personal information in order that the Nursery may properly carry out its duties, rights and obligations as an Employer.  The Nursery will process and control data principally for personnel, administrative and payroll purposes.

The Nursery will take all reasonable steps to ensure that personal data is secure and is only made available to those persons who require access in order to perform their role in the course of the Nursery business.  Personnel information will be kept on file during an individuals employment with the Nursery and for a period of up to six years following the termination of their employment.

The employee is entitled to request a description of the personal data held on their personnel file, the purpose for which the data is being processed and the persons to whom the data may be disclosed (e.g. Inland Revenue).  The request should be made to the Directors together with the appropriate fee.

It is statutory duty under the General Data Protection Regulation 2018 for the Nursery to maintain accurate personnel records.  It is the employee’s responsibility to inform the Nursery of any changes in their personal details.

As outline in the General Data Protection Regulation 2018, we are registered with the ICO (Information Commissions Office).   

In line with Behaviour Management Policy no parents are allowed to know the identity of any child accused or alleged to have hurt their child in any way. We follow a strict policy of supporting behaviour and inclusive practice at Charlie Caterpillars Day Nursery.
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